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1. m‘sﬁﬂéfﬂﬂmn‘su SafeNet Authentication Client 8.0 (SAC)

1.1 Wimidules https://www.thaidigitalid.com wagidenide “wandmet” > ersauasdaiiulususes

(HSM)

1.2 \fen “lasiies” andulivinisailuanlusunsu SafeNet Authentication Client anssuivisngay

ffu Windows 719911 1iaTuinRnsdluswnsuadaAsInaunLnes

Certificate-Based USB Authenticator

Hogu : eToken

Uszinn : Certificate-Based USB Authenticatar
& asgwanudasane : FIPS 140-2 Level 2.3
-
swaadon  =Token 510 Brochure

Al  Initializstion Token Manual

Tagioas : Safenet Authentication Client 32 Bit , Safenet
Authentication Client 64 Bit

£3ans : eToken Registry

y5aa11158 Click Link fT --> SafeNet Authentication Client 32 Bit , SafeNet Authentication Client 64 Bit

1.3 nasnduiindifaadlusunsuseusasl Click ¥an AilWd “SACx64.msi” 138 “SACx32.msi” ANUTUYes

Windows 7ka1u > 1&an Install
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1.4 Click ﬂu “Next” LﬁaL%luaﬂﬁgﬂiﬂﬁLLﬂﬁu SafeNet Authentication Client 8.0

ﬂ SafeMet Authentication Client B0 SP2 Setup = ®

SafeNet
. . Welcome to the SafeNet
UL HEUI 4 hentication Client 8.0 SP2
(ORI |\stallation Wizard

The Setup Wizard will install Safeblet Authentication Client
8.0 5P2 on your computer.

Click Next to continue.

Mext» Cancel

1.5 1donnuilldAnsslusunsy SafeNet Authentication Client 8.0 Tufitiden “English” > At Next

1.6 \d0n “l accept the license agreement” iegausudeulalun1sfinasiusinsy SafeNet Authentication

Client 8.0 UagnaUy Next

I@ SafeMet Authentication Client B.0 5P2 Setup =

Eng-Lser Licensa Agreamant

Fizase rend the followng license agreement carafully.

SAFENET SOFTWARE LICENSE TERMS “~
SafeNet Authentication Client 8.0

Legal notice:

|SafeMNet software is not sold; rather, copies of SafeNet software are licensed all the way
through the distribution channel to the end user, UNLESS ¥YOU HAVE ANOTHER
|AGREEMENT DIRECTLY WITH SAFENET THAT CONTROLS AND ALTERS YOUR USE OR
DISTRIBUTION OF THE SAFENET SOFTWARE, THE TERMS AND CONDITIONS OF THE
APPLICABLE LICENSE AGREEMENTS BELOW APPLY TO YOU. Please read the agreements
applicable for the products you want to use. Please be careful 1o read the agreement for
the software you want to use.

(@) | acceptihe licanse agreament

(_)ldonotacceptihe license aEjresment

« Back. Cancal
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1.7 dengunuulunsfindalusunsy SafeNet Authentication Client 8.0 Taglufidl

Tden “BSecCompatible”

1.8 1denfloglunsAnAalusunsy SafeNet Authentication Client 8.0 > natal Next

' v
o va o

1.9 S¥uvazkansinalusensy SafeNet Authentication Client 8.0 ANAIARG
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1.10 wihveuanInsRnAslusunsy SafeNet Authentication Client 8.0 @159 > nau Finish
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2. N19 Initialization Token

#1913 Initial Token U385 format Token LilesaA Token Tudiuwas Token Name, 59%& User, 5974
Admin wazduq Inendaain Initial Token ud7 Yayalu Token asmglunvun fdsugldnuaisnsivaeudeyaly

Token Méaiinsldnuegnsalil Aewrinag Initial Token

FJuABUNITRIANENAY (Initialization) 19U Token
2.1 atlvanuazinsslusunsy SafeNet Authentication Client 8.0 (SAC) (1udumauludadi 1)
2.2 \@8U Token NuAsuRmaskazlnlUswnsy SafeNet Authentication Client 8.0 (SAC) Iﬂﬂlﬂﬁﬂu Start

> Safenet > SafeNet Authentication Client Tool

2.3 Click fi5Uiilos (Advance View) nthusnueslusunsa SafeNet Authentication Client 8.0 (SAC)

& SafeMet Authentication Chent Tools = <

(’-_;.._‘
\Safe
=

SafeNet Authentication Client

/
r‘h Urdock Totern
®
0
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2.4 Click ‘U’J']‘ﬁlfl‘j'a Token > v@on “Initialize”

W Safobler Aaandrycarion Cler; Toeu - w

Bk A

(1]
En e
Ly e, =)
Tabdn Peaierasd Frawani
Trd e Panrersl 10l o e—— -
B Yopee P L]

2.5 $1n15§9A Token

@ Advanced Token Initialization Sattings

g8 on token

4 Fes RSA key secondary authentication

@ [] Ometfacter logon Waver
204513 REA ey support Maros

DTF mpport

@ | Change Inltialzaton

ey

@I I Tkin DKT Chent 185 compsit Privats data caching
] Passercrd quality iy {fastest) |

—1G)
oLC—/]

2.5.1 1d%e Token

2.5.2 fivium User Password

2.5.3 fwua Administrator Password iileltlumsuanden wile Token gnden *{ldvusndudosdisia Admin
2.5.4 380 aulAesanegneen

2.5.5 Click ﬁ‘ﬂqu Advanced

2.5.6 \fion “FIPS” > nau OK

2.5.7 Click #tju Start > nava OK LiteBudunisvi Initial
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3. mInsivdeudayaluiusesy (Certificate)

LW@enTe Token > Click “User certificate” > Double Click TusU599 N91894n15A539@0UAUYIN > LADNIIVD

Detail s¥uvazkanitayaluiusas Tuwn

4. msaulususes (Certificate) @@n31n Token

Double Click 1 User Certificate lUswnsuazuandlususes Midleglu Token viavuasiuans > Click 420

Plususes NnpInN1sau > 1aen Delete Certificate
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5. 013 Import Certificate File 191 Token

5.1 Import TuSusas (Certificate) Uuuy PKCS12 (wnanalwg .p12)

5.1.1 Click ¥n7ide Token > en “Import Certificate” > ld Password Token

Token Hame:

Token Password:

& Taken Logon

SafeNet Authentcation Client

Enter the Tolen Passevord,

Current Language: EN

Ol==t"

5.1.2 \dan “Import a certificate from a file” > natu OK > denlwdlususes NFoen1s Import

> ld Password Certificate File (p12) > natu OK > wiiauanan1s Import certificate @159

€ T
Crganize =

& Pictures

@ OneDrive
& OneDrive
8 This PC

) 30 Objects
BBl Desktop

TDI Afanslge Token

& Google Drive

& Cenificate Selection

* Desktop v Test

I 34 NEW0S208431235001183_230707113146,p12 I @

MNew folder

&n

File name; | NEWDA222431235001 1483 230707113 146,p12

d Cartificates (* phe “.p12 *.ger]

Cancel

®
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5.2 Import TuFusas (Certificate) JUuuy PKCS11 (wnanalwa .cer)

5.2.1 Double Click 7ilwdlususos (wmanalvid .crt) > Open > Detail > Copy to File

Gn (e

General| Detals @Eonpalr-

Show: | <Al>

Certs.ort

| Field

L= Version

| Serial number

| Signature algorithm
. Signature hash aigorithm
=1 Issuer

=] valid from

~ Valid to

St

S
vale -~
V3
13f51%e 15e87bec?
sha256RSA
shalse

Thai Digital ID CA G3 (test), T...
Tuesday, July 4, 2023 3:22:0...
Thursday, July 3, 2025 3:22:0...

wiSw Tunaiis 1ad $da &

("]

| @ Copy to File...

« ®

5.2.2 2¥il pop-up uan > naly Next > 1&en DER Encoded binary X.509 (.CER) > navy Next Snata

Certificate Export Wizard * Cemificate Export Wioard

Export File Format

Thes wizard helps you copy cartificat
lists from a certificate s

A certificate, which s issued by a
ard contains nformaton
connections. A certificat

To conbnue, dhck Next

@ Cancel

TD' Ailan1slda1u Token

_) Cryptographic Messag

Welcome to the Certificate Export Wizard o o e i iy o ot

10 Lise:

Selct fhe format you want
@ 8 DER encoded binary X503 (.CER)
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v

5.2.3 nay Browse > @onlnamasdniulnduazasolndlususes > Save > Next > Finish

> nady OK nuuildanuagldlnduinana .cer Juiinasuuiaiosmaniames

¢ Certficae Expert Wizerd

Fite o Lmpoet
Soechy e name of the fie you want 10 et

R Narme [ p———
B 10 Objects
& Desitep
% Degumenty
& Downicads
I Music

= Pctures
B v

48 Windows (1)

ol Mo Veiurme T

@.

Seve sstype  DER Encoded Birary X509 [*.cerf

®

5.2.4 WlUsunsu SafeNet Authentication Client Tool > Click ¥31fi%e Token > 1dan “Import

Certificate” > 1d Password Token

@ & Token Logon X

'.-‘-_‘_.;’f‘—’ SafeNet Authentcation Client

Enter the Tolen Passevord,

Token Hame:

— E—®

Current Language: EN

S
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5.2.5 130N “Import a certificate from a file” > nat OK > donludluiusesn fidesns Import

> UTNOUAAINTT Import certificate d159

@ Certificate Selection *
« i » ThisPC » Desktop > zine » Test v B Search Test
Organize « MNew folder - T ©
&= Pictures £ ™ Name 9 e
& Google Drive « Testl
Test]
Testl <
Testl C
Test]
Test2 [ )
Seject a file to preview
& OneDnve Test
Test3
@& OneDnve Test3
B This PC
) A7440727350 15151617,
3 30 Objecty . MEV 12350360 _230815151617.p12
4l test cercer (w
[ Desktop = g
File name: | v | | Certificates ("pfx "p12 “cer)  ~

“*n3allususes (Certificate) JUuuu PKCS11 #ildfnasaglu Token win gldauanunsa Export vivetheanan

Token 19 usiaglaianunsatilususes Wuldauld Wiesan Private Key Tu Token aglaianunsafisesnunlavnnsedl
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6. Token Lock %38 Pin Lock

@

fennslasafinauasusiuiundanuit Token fvuald Fsasuvseendy 2 nsdl fail
6.1 n58 User Password Lock wniinsaaensia Administrator 13 anansavinisudlalésed
6.1.1 Click ¥7ide Token w&aden Log On as Administrator
6.1.2 Waunsuaglvildsia Admin wdnadu OK

6.1.3 Click v3191%8 Token 9nA59 waaLdan Set Token Password wiiesa User Password Ty
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6.2 n58 Admin Password Lock
6.2.1 Click pdnuiidie Token > 1dan Log on as Administrator elUswATHLEAS pop-up TldsHaN
waneI1 Token &4lyd Lock
- Ersnsvia Admin 18 wazszuudsanunsalalasia Admin Aazannsadilianu Token 18 fablvdunadenny

FUALHANITDANULIIDNUIUASINUNE B IUNNS LA

ynldsiansumunlusunsuiuuall Token 9% Lock Ui A9n1nauas

- tn959a Admin lalld wuzddli Initial Token @slususesv Mieglu Token ameluvianun
6.2.2 N30 Click ¥191%® Token > 1&8n Log on Ualusunsuay Error au3uU uaned1 Token Lock

v

nsalilaglianansaunlalaynnsdl gldnudeste Token + Tususess Tnalvintu
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7. n1sslagundas Password

7.1 \Wasu User Password ﬂﬂﬁgﬂﬂ@ﬂ (Advance View) > Click uiidfe Token > 1dan “Chang Password”

> lTdsviadaqiu 1 a3 wagldsialmal 2 Ase > nadu OK

8 SafeNeat Authentication Client Toals = *

_—

\Safe
T

SafeNet Authentication Client

B FEE\NO OB E LN
Token name Zing Cert, Test -
= Safehiet Authenbication Clent Token catecony Hardlvare
9 Tokers Resder name SafeNet Token IC 0
@) immy— e
i [[%5) Usercertd  Initialize #1520
+- [[&] Dephan o LogOn 1T
iR, Settings | Import Ceriificate 160
£ Cont settng: Change Password o NA
| LogOnas Administrator 02 7d #f ac
Change Administrator Password SR G
Unlock Token JC
Java Card
Rename
) sicken Java Applet 1.7.7
Mask version 10.8
Calor Black
Supported key sre it ]
Token Password Presart
Token Password refries remaining 15
Mazimum Token Password retriss 15

iR R S

net-inc.com

7.2 Waegu Administrator Password ﬂﬂﬁgULWaﬂ (Advance View) > Click 91738 Token

> 1dan “Chang Administrator Password” > laswatagtu 1 a3s > nadu OK > ldswa Admin Jaqiu 1 asa

wagldsalv 2 Ase > nadu OK

%5‘ SafeNet Authentication Client Tools B X

B PR E N O OB E £
Token name Zine Cert. Test A
= Safalist Authentication Client Teken ctegory Hordware
¢ Tokens Resder name Sfelist Tokan 1C 0
& — " | —
- {y] User certfic Initisize s
it f&) orphanob;  LogOn L
I3 Settings Import Cartificate 160
&% Coent Sattings Change Password NjA
Log On as Administrator 02 7d 8 ac
Change Administrator Password @ Safelet foken 5110
Unlock Token JC
Java Card
U i oken Java Applet 1.7.7
Mask version 10.0
Color Black
Supporied key szs 2048
Token Password Presant
Token Password retries remaning 15
Maimum Token Rassword retries 15

f Adlensldaru Token
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8. N13 Setting Password Quality

AanTsaarlaulyves Password lridlanuuaeasdeungsdu Tnadhfilusunsu SafeNet > nafiguiles

(Advance View) > Setting > Password Quality

o

Naul‘ll AUKUY
Minimum length (characters) ANUATIUIURIBNYITUAVDITHEA Token 913 User ag Admin
Maximum usage period (days) vualildsa User lageanniu
Minimum usage period (days) fvualildswa User lamganiu

Amuaiulisfeusa User viinengamiin
Expiry warning period (days) - Wedimsudafiou TUsunsuaglmudsusia User Tudviudl udanunsanaenidnle

mndslalfpnisazildeusialng

v 7
T2 o a

History size e uusaruneuntidesldderddn

>
Y o o

Maximum consecutive repetitions AMUUATIUIUATIVRIIHE User Whadild eriulanass

ﬁmumﬁ"aulmmié?ﬁﬁa

- None : lifwun aglddmsnuailuezlsila
Must meet complexity requirements - At least 2 types : faslingatioy 2 Useian
- At least 3 types : finsiingnatios 3 Usvim

- Manual : @nansaivualdieainaglilfsnususeunmlmudng

funiteuladszinniasnus

- Numerals : fita

Manual Complexity Rules - Upper-case letters : fonwsiunlng
- Lower-case letters : fasnusiinmién

- Special characters : Snussiilen
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